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1	Decision/action requested
It is proposed to approve the following proposal.
2	References
[1]      3GPP TR 33.899 "Study on security aspects of the Next Generation System".
[2]	3GPP TS 23.501 "System Architecture for the 5G System; "
3	Rationale
About the Question E.8.3.2.1: This question addresses whether the 5G system should support a mechanism to protect the confidentiality and/or integrity of network slice selection assistance information before NAS security available. There are 3 options for this question analyzed as following:
1) Unprotected NSSAI is transmitted before NAS security available: As analyzed in SA3 before, for the UE access to the privacy sensetive slice service, unprotected NSSAI in initial attach request may cause leakage of information on the service accessed by UE and compromise the privacy of UE. Attackers may also attack the NSI corresponding with the NSSAI to launch attacks against particular group of customers.
2) NSSAI is not included before NAS security available: As SA2 defines, when a UE which has no Configured NSSAI or Allowed NSSAI registers with a PLMN, the RAN shall route all NAS signalling from/to this UE to/from a default AMF. During a Registration procedure in a PLMN, in case the network decides that the UE should be served by a different AMF based on Network Slice(s) aspects, then the AMF that first received the Registration Request shall redirect the Registration request to another AMF via the RAN or via direct signalling between the initial AMF and the target AMF. Upon successful Registration, the UE is provided with a Temporary ID by an AMF in this PLMN as well as with an Allowed NSSAI identifying the slices permitted by the serving PLMN for the UE. The UE shall include this Temporary ID in any RRC Connection Establishment during subsequent initial accesses to enable the RAN to route the NAS signalling between the UE and the appropriate AMF. The Allowed NSSAI and temporary ID can be transported after NAS security context is established which can ensure the security of NSSAI transmit. Compared with UE register with NSSAI, this procedure may have an additional AMF relocation overhead which can be acceptable for registration. As there is no specific scenario which must register with Configured NSSAI or Allowed NSSAI, it’s acceptable to include no NSSAI in the first registration request in place of registering with NSSAI.
3) Protect the security of NSSAI before NAS security available: this option need to support a mechanism to protect the security of NSSAI when transmitted in first registration before NAS security available.
Based on the analysis above, for the UE access to the privacy sensitive slice service, NSSAI should not be included or should be protected in some mechanism before NAS security available.
4	Detailed proposal
E.8.3.2 	Security on UEs’ access to slices
E.8.3.2.1 	Description of Question
This question addresses whether the 5G system should support a mechanism to protect the confidentiality and/or integrity of network slice selection assistance information before NAS security available. 
E.8.3.2.2 	Interim Agreement
For the UE access to a privacy sensitive slice, the NSSAI should be protected before NAS security available.

